EEERREICEKRD
BHREX=2 VT o EEE —X

A

SF 742 H

(@ ST EE A [ S S



BR

- D3 (= =2 3
- b 0 N = R 3
2L T T DD E I e ettt ettt ettt e e et et et et e e e enenaean 3
2.2 IBHRE T 2 U T A R D BB oottt e e et e et et et ees 3
I 4= | 5 SRR 3
ViR < - & o AR 3
S 5 X< = R 4
T2 2o L 2R 4
0.1 TR S R T Iy D B ettt et e e e e e et e e e e e e e e e e e e enraana 4
6.2 IR AT LA BT B T E D BT oottt ettt 6
6.3 BT T DD T ettt ettt ettt ettt ettt et a e et e et et e e et et et e eae et eeeeaen 6
6.4 TR AT LT T B T R D R ettt 6
VR =L T ey el & £ X L R 7
Tl B B R ettt ettt e ettt e et eeaaaen 7
7.2 7 T 07 R O D T I DU T ettt e e e e e e e e e e e et e e e e e e 7
73 B D R+ B oottt ettt ettt ettt et ettt ettt e eae e 7
Tl A TV B BB D A s weeeeeeeee e e e e e e e e e e e e e e e e e e e e e ee e e e aeeeeaeeseeeeaeseesenereeeeneaaneeen 7
T T 7 DD BB e ettt ettt ettt ettt e e aaaean 8
T 0 2N T T o T ettt ————t ittt .t et t————tta ..ttt ta——————a——————— 8
SR /) L 1 R 8
8.l BB R oot ————— e —————— e e ———————aaarr—— 8
B2 AR B oottt ettt ettt ettt e et e et e e e eeeaaaen 8
8.3 B 0 ettt ettt ettt ettt e e eeeaae s 9
oI 5 7 7 - e RN RSSO 10
85 T T AT 2=V U AT AT A Y P I DUN T oot e e e e e e eaeaeas 10
IR 28 7Y = il ke RV G UU U SO U OSSOSO UR U UUUPPRPPRRRRRIN 11
8.7 BT I DD T 1T D UN T ettt ettt ettt et e et ettt et e et et e e 11

2/11



AEN2

EEEIERE IR 2 E R F 2 V) 7oK EE K

AEDOHME

21 #AEDOHM

ARG, MOLATBOEAN BN EFEM AR (AN, T 2vwo, ) 7Fv
F ®Microsoft Azure (LT, [TAzure| 229, ) FTEHINTWAIERS AT L%
RRWCHHT 27201, BEQEMEPLAIET 7 v X DN, MsgIERZK & v o it
Fa )T ANKCHT2EBEL2LRALTE2bD0TH S,

22 BHREX2VT1HROBHEN
PR X, BURREBISE L mIRRIC, TBUFBISE O A N—% X 2 U 7 4 WIKD 72D D
—JEHE (DAF, [ bwvwo, ) | iRt X2 ) T4 BEEWSHo~ %
VAV MEERCRF PL—va VT RAPN)OWNRIENTH S Z &b, fii—HUEICHENL
LM F 2V 7 4 SR A~OX G2 & NI R BRI OMEE - R BT 5N <
W3,
KIEDNR Y AT LiF, WEEOEWIFREZI Y Ko TH Y, FC, HTzb
TT7 72 ATELRFEWEZERL T 2720, HIEOHERELF 2V 74 R RD b1
%,

3. FEHM
AMTEAR1IA~SR8E3A3 1H

4, WR AT L

AELWMOEMHIC BT 2HRE AT LRUTOD D LT 2,

MRS AT LOER | - CBTY 27 4 (F4H)
- CBT 27 4 (fERIA)

NRYRATFLICBITSE | - CBTY 27 L (%4EH)

e 55t o 2t - CBT 27 & (fERH)

- AT —&_X—2v 275 L [UDBJ] (Unified DataBase)
(75 v+ 74— LHioH)

F T AR=AEEM Y AT L(T T 7+ — LBWOH)

lB. NRE AT DAy b7 — 7B, FElIEREZ T STERHCOWTIE, 1EHl

3/11



¥l 74 Lo, AFEMIIOHWTHEML 2nwEoENHE 2T 52 &
ZRMFICHEFEDOARICEATS 5, HEE NG, SHEREATWERANRE T B
EHETLE, HiET LI L,

5. RIERMH
(1) FFaFEIE, —BAEEEAERA YAV P AT LEER Y X —, /\ﬁﬁ?.{f\/\Elzli

BEAMERE S, D L IEZ OfEREKEIIC X v 8E S /- F A E iR iIc
ISO/IEC27001 X ]IS Q 27001 DFEAEZZ T T W5 Z &,

(2) HBaEEF. —BUEEAN AR EREE L SHEE RS2 O 774 Ny —~<— 7 HIEIC X
52774y —<—2 (JISQ15001) fEfEFEORAZZIFCwb &, £k, H
KITEHR THAGREE A A Y Py 27 A —SREE (IS Q 150012623) |
ICHEPLL 72 N TE R #E~ AV A VY P AT L% LT3 T &,

(3) FBEAFIL. FHLIHELERRE (IPA) AL TV 2EMREF 2V 7 4 ¥ — v R HLHE

BEF—e A R (BHR)  [MEFEZE— e 2] SBFicEkIncns 2 L,

(4) FEAEFIE. MW 2 MAEZHT 2 2 L 2GS 5720, Meggtashnic B3
2RO B p3EE 3 FEUANICI0FU EH 5 C &,

(5) fEEfEBEH T2/ EE L, UTEHEEEZTC L,
O Magstkazhnic Bl 2 Bz 3EU LRI 22 &,
@ UTwIFnro&EzRELTn5 L,

CEWE AT L F 2V T4 Tu T 2y v a FAREER (CISSP)
- NGy AT LEAE N (CISA)
NARFEHREeF 2 T4 ~v52—Y v (CISM)
c NRlEREF 2 T A BEEAN
+ GPEN GIAC Penetration Tester
- GWAPT GIAC Web Application Penetration Tester
- OSCP Offensive Security Certified Professional
- (B BB RS B 1 (RISS)

6. EFEAR
6.1 WHRVRATFLDER
(1) 774794+ —AEEEICL A4y VT — 27 ZHIT 2 HHAZH VT, SR 2T
LOEReF2) T4 BEHEZITOC L,

4/11



(2)

3)

(4)

(5)

(6)

(7)

(8)

9)

St ¥ — v R AR AEIFIA]IE 24 WFfEMART & 5,

RS AT DTS 59— ZARERB~DH KD 20, 774 TV + —AEEEEZED
Fv bV =2 %PIT AHAAEZHE LT, RS AT L2 OBEERIKICE TS
BOEREITY) T &, $72, - U ARRERE L W S N 2 BB A MRAI L 254 1C
F. WETTH S DME DN, NRY ZAF LD Ay F T — 255 0K, WS ER D
WEEOHIRFEZIILD LT 2FET, Ay 7 —Z7HAMEREL. R A7 LD
WEICEDLZ L, 2y b7 =2 %2BHd 2 AL T, BFEHLEPETET 2
HiETRET S L,

piii}

WR AT LICE TS, LMotz L, BiElRo@EN 2175 2 &,
SQL 4 vy =7 v a vifisslk

OSa=v FFA4vy=ryavifagyt
JuRYA N R2 Y TT 4 v IHEgEtE

HTTP ~v XA v =7 v a vfeggk

TA4LZ Y b IoN—=FffagEE

v e VEB DN

ONONCECNORS

ERUHHMIMC S . SRS AT L~ RIT L s iEgstE 2 i - BRI L 72
Lericid, BEREHELE ~Ee IcHE 21T ) 2 &,

F5 s AT L ORERMPATHS & 72 R s 27 4 QBRI 3 2 BARE
R E R LA 1 13, T 1S %~ 2 1T\, B oIS 2 IS I
SWTHERFHE— L 2T C &,

BRI O R IC DT, ARFICHRY F & o RIS 2 1\, Bl 3 % (K
L. BAG % HRICHEE S H ~R T 5 © &, BRE I, B
BT, £ % = ) 7 4 Ba LI 20 RS 2 © &,

G HFONA G T s Gz, 3rHIC—ET > 2L, 2L, Ba0
WEBRBEL T o 72551, R, 2T 2 mERETId0 LT 5,

MR 2T Licfh 2 BEAUHE, BT, BEAREHPER 7 v —SF o, PR
LBE LWL LCRET B 2 L,

EiflictR2 7 7> ) 74 Gfietds, %) PARY Y —RiconwTid, FHEH

5/11



DAEHET S,

6.2 WKL RTLICHTZHBHOBH

(1) fME AT LTHAT 2082 7 b7 x FICH T, Hie il & itk 2k
JSDIEFFEDTRAE L TR\ DR % F 1EIL LOWebT 7' 7 — a2 v gl
&L FIEED T Ty b 74— LB L VITO) T L, b, BWICHERTRY X
7 L OFHIER L. ZRRICHEET 5,
7. A7 —4<_—22274 [UDB] |, [F—2x—2BEMT AT L] IC
DWTIE, Web7 7D 7 —> a VEBBIONKALEILL, 77 v b 74— 2B WO S
21T,

(2) MesgtEazwriz, MOz TBOE NMEBLEHELERRE (IPA) 12X 2 [Reh Yy =794 b
DIED J7] . OWASP(Open Web Application Security Project) Top10 # &8 L 72
TEMT 5 &,

(3) MemgtEZMrofERIL, B LE ~RET 2 2 &, Wi iEMfsit:. B2, VX
7. MR, 2EERE &Y. UEOHEB%2 v A7 A Z L Icid#k L 2 mEE %M
BYazl, 72, Mt~k v 2T LAWBIC X o TIT 5 BER D 38546, B
ERFFR—FEITIC L,
¥, Mestzm o R, He.1o (DITRTHEMIMC D v A7 L~ EZ T L »
R OHfETEE B - AL 25E R, el - S - PR - ERIT) T L,

6.3 BEER~OHD

(1) HasgtEamiic X v ik 27 4l W%@ﬁ%ﬂéht% L. WRY AT LTHHAT 2
OS® Y 7 by =7 ICBHET 25 ERHREZ AT L 2EEICE. NRY AT L~DFE
%%%Ltif‘k#19%4ﬂy%@@%ﬂuy7b717®»—y3/7v7ﬂg
X2 MagatEicnt T 2002 AL, BREAIECTF - P 2T 2 &,

(2) RN MestEicx L, S0 ERICX D, BEHITHRY 2T Ll TRANIGA
EETE VBT, VR Z2E/MUT 272008 EN ST et L, iz
K+l

6.4 MRIRATLICET BB EFBROEM

WRL AT LTHEHINTVBE0SRY 7 + Y = TEDOMFIVERHRZE 1 [ oSERE
THEL. AFLZGEIEECRET s 2L,

6/11



7. ERESBZCY—EXFICRIEN
R 27 A DBRPMTEO RIS I 5T, HIS Y — ¢ EERIRT 554,
DRNOT SIS T S

1.1 ER&IE
FIMICRET 2 B X, AEPAET 2 2L,

7.2 277 FEToOFAEIZOWT
77 v ¥ EclEer— e 2EEMHT 256, UTo%EHx-3C L,
O HHRLI— v 2REEAzure L CEMAT 254, BETZHYLTCwET7F v ET
X7, HEERT TV P ERJERFEIL T T &,
@ KB —vRZEHAT27 77 F - 2A0HEPUEIZIHARDEETH S
o Tz, EHERHE HRERNOEATL 37562 &,

7.3 HEB[OBE - BE

(1) %2V 7 4v¥— (IPS/IDS, WAF%) , =—Y =V MV 7+ 7 2 THOM®
- 2HEZ AT 2546, FHIRERTY 72 F ¥ DFFEICOWTIE, HAEDOH
fEiICBWT, BEYNICHEELVOREEZITI T &,

(2) BRI —ERENRV AT LOMTA v 2 —% v P ZfEH L BEZIT 56, I
FlLEhzdfEch s 2 b,

(3) =t U= ARD b DEMAT 2 HA T, FHREOKRBRIK 7 7 4 v 7 1HH#
ICoWTHHTZ T 8, . ROWRERHIZTC L,
@O AA—T"v }:50Mbpsld |
@ ®viavE:10HE

B, WEEOMMFICXY, BEPCY - AHHDOMERIART 5D L TR
TN 25613, EL 0 ICHBIHYE RS 5 2 &,

14 AV Fv FREBOWE
BHCY — U ZABER e F 2V T 44 Vo TV PR LESA, EHer ik z#
L., BRSICIRET 2L, . HOPICHEMIEELHE L, BRI & o T
~fET s e, b, AERIETF7 7 ANVTER - BT 230E T3,

7/11



7.5 AOJ 0B
(1) +974v7  -WERANLYOn 220G - RET22 L,

(2) WfFL7zm 7k, 1EEUET—A4 7 TEB 2L,

(3) PR XMF KD 728G, Tk %z Lz 5 2 C. MEoLIc 43 L 7 3 Hifi o
o ety s L,

1.6 Ry o797
PR Y — & R IR IR B o -5 a . G 2 (7 IH K OV K FE I o GIFHLER 42 A3 1T
25 X5, HHEERCY — C AFIR 2 REH RO NNy 77 v T RERICHGS T 5
Lo Ny 2Ty FILonT, RICRT B3 8,

O Ny r7y 7T 2EBEHN, Ny 27y TOoREFHEIZ 3 »HU ETH B
&,

@ Ny rTy IBERICEETETHS 2 2 ERRICERT L,

@ HREFEWEERE 72Ny 27 v 7I3EY) AR CHE, RHXRBEET 3 2 L,
AE 7 AEEZRE L TV 25513, REVRZES 2Ny 77 v 71E#R
DHIBRE N T B C &2 EMNICHER T 2 C &,

@ ey — 2B IUERBIC L TwaAICiE, — v 22t d 3L
-2, ABRECH - RBHIVIV B2 2 2 el Th b T L,

® BfFL7Ny 27 v TEHR> LY — A HOHEMAIREEREILT 5 2 L&A
HRETH B Z &,

8. Zoft
8.1 B=HZE:

A ARG ZHDEITT 2 0L L, AEHBORIEZS —FHICKL, NTiFT A
bETRAELR G, 2L, BICHEIC X > MRt ORAI 2 L. FFralE hicss
AR IORY TRAV, &k, BEHRLEFTINGATEH > THHAHIRTIC X
BEMLERND C LIXTE R,

8.2 {&HIE(E

(1) AREBICHT 2 BTS2 Bl L. ORI Icin 32 < &, ik, BiFEE%
HIEICR L2 D TH BT &, T2, HtR. WR AT LML 235610, FIC
WIS TE 2Kl TH s L, b, ik, HEINZEEIC R o HEE. EHY ok

8/11



ME~REZTI T &,

Y

(2) FHEaFEZ, EReF ) 71 ORE AW & L2 RH 2 500 LISHLI IS iR+
228, METAAHICIE, BEReF ) T4 OMRICETIEILEEZED L L,
F 7o, EHIBNEEIC R o 258 18P 2 I~ IRE 2T 2 8, 72, Rt F =
V7 A RERERICE., BolHRe 2V T4 BEEEZTANSL L,

(3) FaEE., AEBICH T 21EHRE X 2 ) 7 ARBEYICE TS hTcwa s bz, O
E AL ICHIICTHRIBICIRIET 2 2 &0 72, Wl ¥ 2 ) 7 4 RSB A+ 5
7o T MWL 225G, FHAFEORICE VT, BYIANKEEH#T L 2 L,

8.3 WEFREF
HAEIR, EEEEMT 51048720, B OIS L 2ERE TR, . Mr%Eo
JEReZ D m\v) &S, B &5 15 % 5 =& IChims XA ARFZED EB LA o B cFIH
Liwdotd3,
7. WOPHSHFHRIC>WT, LT icET ST L,
O BRI ERIIEREF 2 ) 7 4 WEEFORCHER L, ftho HIICIIEER L 7%
Wwzoée,
@ OB ERIIEREF 2 ) 7T 4 WEKEH LT boLSNCIEE T L,
@ BYEERIIEREF 2 ) 74 WREF 2T B /FbHE v L,
@ OB EREIEEoT R CER LR L,
® B EFHRICO VT, AR TRHCHEED L CIRiE 2 FEICTY <
&, B — e 2AF 2R L2561, B - - R IicT — X iHEFEA
EEREECiRET s L,
© HEAFZAICOWTE, AR TR Aok 32 L,

727 L. ROWENSICE LT 2RI,
O B> OBUS LR T, BECAKTH 2D D
@ B, OHUSE., HAREOBRICIOITAAE 720D
@ EHFIHEIEHREINE DO
@ I OMETRVWEIEEINEZDD
® FEFA~ORIRIIARTHECREELSL OB THIHT 2 2 Lico &, HHiC
A T AN SN Gk & Y D)

9/11



8.4 HfHREICOWT
(1) REFEHCOWT, KFEOEREZ LD XS i3, H20ITED X I ICERT 2
DHAMIEE L BRIICEMIRE 2T 2 b, £, 20D 0REEFER LI
HMisze,

85 H7FAFz—VVRIZRIAYVMZIOWT

ORFHFEZ. 3774 F 2=V ) 27 QR & 75 2 Witk a2 FE X2 R0 IIIHR X
BV OEEEKGI R T L L, Tz, OHRICERL* 2 V) 7 1 OfffR %
Hi e LRl 2 580 L. IR 2 2 b, WG 2600z, UToE#RE
GH5T L,
@ R[]
@i B DE ARG - &E
@=F K D ENEL AT
@ ENEEOMNE - MM (EME ¥ 2 ) 7 4 1C(k 2 &M - THEEES)

g I T EEE 1B 9 B TR

@ LRt ORHIAZEREIC 7 > 72358 13 2 ICHERE ~ R 21T 9
7, Bl ¥ 2 ) 74 RFFERICIE, BEOFEREF 2 %ﬁ%ﬁﬁ%wﬁ\ﬂéc
L,

@ ZiEFE L, REBICET 2ERELF 2 ) 7 4 MR HHE L CHEYNICEITTE N T 5 5
I, WMEFICHE T L L, T, HlReF2) T4 NELRATRE o/ &R
HEAL =856, ZEEOEICEWT, #EUIANEEZ#ET L L,

@ ZEF X, FHET TR AMECBRIEREEHNE 2 3HEE L. 2o & 2 cEm
THET L L,

O HAEPEBEEMT 2 ICHZ VAT 2R — e XIcBL T, ZoBRTRIC
BT, BEOBEML AWEEATORLTWARWT & 2R+ 2888, —H L7225
BRGHAFIO FTehadnTwd T &, $7-, YW E R 2N EHEE CER T 2
ze,

© FHAEPEBZEHT 2 1CH 7z VAT 2R — e XIcBL T, BEoEXKL &
WEBEBTONE R EDARERROD o7z & X, BIFHELZARELE., e 35
AFEEE L CIHRZ A - PR X ARG Z B L T b 2 &, . MEkiKi 2

FHECERE R s L,

DHBAZ L. FEHReF 2V T 44 v TV BRI o 2BoXIGFNEE . JoFLE IC g
IR T 5T &,

@FEHEFxF2)TA4A4 VTV EBRELEZBICIE, 7B ICHEBICHET 2 2L,

O ZFEHIZ, S T4 F 22—V ) R7 B3 EREF 2V T 14 VTV M ed
AL 756 XIEZ 0B HAE LGS, BREICSU TEFBAE. FE7m v 2N
REIH L A RS CHESER T2 2 TKT 2 &,

EDIEH

/H]JU

=
&

10/11



8.6 EMDEITICOWVT
KIZEDBITICOWTERRMAA Uz & & UIARTZ IR OB & b 32K F ICE
B WRIHICOWTIE, EELUFAFE DO T CTligkd FIRET 5 2 &,

ZNIC X VBNEBESRET 256 1E, SEEEATMEERENR B L CRET 2
DT, HABERZZNUNDED L OFECKEAZZ T TR &,

8.7 BERLEROWLICOVT

HATOMENILERIC I VIEEXIREL 2581, FAFTORICK VFRERT 2
e,

11/11



